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Severity: critical

Timestamp: 2022-08-15 09:25:04
Unigue-ID: 12

Rule: cpuup 5% Faults:

#1: sysObjectlD = .1.3.6.1.4.1.8072.3.2.10; sysDescr = Linux
librenms-ep 5.8.0-41-generic #46~20.04.1-Ubuntu SMP Mon Jan 18
17:52:23 UTC 2021 x86_64; location_id = 2; processor_id = 9;
processor_oid =.1.3.6.1.2.1.25.3.3.1.2.196608; processor_descr =
Intel Core i3 540 @ 3.07GHz;

#2: sysObjectlD = .1.3.6.1.4.1.8072.3.2.10; sysDescr = Linux
librenms-ep 5.8.0-41-generic #46~20.04.1-Ubuntu SMP Mon |an 18
17:52:23 UTC 2021 x86_64; location_id = 2; processor_id = 10;
processor_oid =.1.3.6.1.2.1.25.3.3.1.2.196609; processor_descr =
Intel Care i3 540 @ 3.07GHz;

#3: sysObjectlD = .1.3.6.1.4.1.8072.3.2.10; sysDescr = Linux N
librenms-ep 5.8.0-41-generic #46~20.04.1-Ubuntu SMP Mon Jan 18

i@ test X

Found 6 messages

i test 2022/8/10

Alert for device 127.0.0.1 - test g..
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Intel Core i3 540 @ 3.07GHz; ocw
test test v 2022/8/9 #4: sysObjectlD = .1.3.6.1.4.1.8072.3.2.10; sysDescr = Linux :" l'i'l‘lll’iq’"
—" librenms-ep 5.8.0-41-generic #46~20.04.1-Ubuntu SMP Mon Jan 18 = 1-\1}'_—.—5_

17:52:23 UTC 2021 x86_64; location_id = 2; processor_id = 12; 1
test test & 2022/8/9 processor_oid =.1.3.6.1.2.1.25.3.3.1.2.196611; processor_descr = :

Intel Core i3 540 @ 3.07GHz; i
test

Alert sent to: B9:26
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Device 127.0.0.1 recovered from CPU{EFRRZ70%

LibreNMS <s19113222@stu.edu.tw>

S -

Device 127.0.0.1 recovered from CPU{EEZET0Y,
Severity: critical

Time elapsed: 5m Timestamp: 2022-08-10 16:55:04
Unigue-1D: 8
Rule: CPU{EREZET0% Faults:

#1: sysObjectlD =&gt; .1.3.6.1.4.1.8072.3.2.10; sysDescr =&qgt; Linux
librenms-ep 5.8.0-41-generic #46~20.04.1-Ubuntu SMP Mon Jan 18 17:52:23 UTC
2021 x86_6G4; location_id =&gt; 2; processor_id =&gt; 9; processor_oid =&gt;
1.3.6.1.2.1.25.3.3.1.2.196608; processor_descr =&qgt; Intel Core i3 540
@ 3.07GHz;

#2; sysObjectlD =&gt; .1.3.6.1.4.1.8072.3.2.10; sysDescr =&gt; Linux
librenms-ep 5.8.0-41-generic #46~20.04.1-Ubuntu SMP Mon Jan 18 17:52:23 UTC
2021 x86_6G4; location_id =&qgt; 2; processor_id =&gt; 10; processor_oid =&qgt;
1.36.1.2.1.25.3.3.1.2.196609; processor_descr =&gt; Intel Core i3 540
@ 3.07GHz;

#3: sysObjectD =&gt; .1.3.6.1.4.1.8072.3.2.10; sysDescr =&qgt; Linux
librenms-ep 5.8.0-41-generic #46~20.04.1-Ubuntu SMP Mon Jan 18 17:52:23 UTC
2021 x86_64; location_id =&gt; 2, processor_id =&gt; 11, processor_oid =&gt;
.1.3.6.1.2.1.25.3.3.1.2.196610; processor_descr =&gt; Intel Core i3 540
@ 3.07GHz;

#4: sysObjectlD =&gt; .1.3.6.1.4.1.8072.3.2.10; sysDescr =&qgt; Linux
librenms-gp 5.8.0-41-generic #46~20.04.1-Ubuntu SMP Mon Jan 18 17:52:23 UTC
2021 x86_64; location_id =&gt: 2; processor_id =&gt: 12; processor_oid =&qgt;
1.3.6.1.2.1.25.3.3.1.2.196611; processor_descr =&gt; Intel Core i3 540
@ 3.07GHz;

Alert sent to:

&ﬁ@ﬁ)&ﬁﬁ%)
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7.

[TTTIOverview—Plugin Admin—[JJEnable

Overview Devices Services Ports Health Alerts

] Dashboard

N Maps

& Plugins Weathermap

#~ Tools

& Plugin Admin
M Eventlog
[C] Syslog
& Inventory
lihl Outages

Mew Password

Verify New Password

Change Password
Q, IPv4 Address

Q, IPv6 Address
Q, MAC Address

Q, ARP Tables

Q, FDB Tables
Dashboard admin:Defaull
CSS Style Default (Light
| anmnana EFnnlich

System plugins

Name Action

£

Weathermap
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T TconfITicopyITITIT
BE £E KBS ERe REER €5

Clickilg =R =T R G NN [ Glgwhere you can create and manage maps.

Welcome

Welcome to the PHP Weathermap 0.98b editor.
NOTE: This editor is not finished! There are many features of Weathermap that you will
be missing out on if you choose to use the editor only. These include: curves, node offsets,

font definitions, colour changing, per-node/per-link settings and image uploading. You
CAN use the editor without damaging these features if you added them by hand, however.

Do you want to:

Create A New Map:

VO Epowerconf | Create.

Mote: filenames must contain no spaces and end in .conf

OR
Create A New Map as a copy of an existing map:

Named: pased on Create Copy

OR
Open An Existing Map (looking in
/home/sysos/librenms/html/plugins/Weathermap/configs/):

Epower.conf - Epower

PHP Weathermap 0.98b Copyright © 2005-2020 Howard Jones - howie@thingy.com

The current version should always be , along with other related software. PHP
Weathermap is licensed under the GNU Public License, version 2. See COPYING for details. This
distribution also includes the Cwverlib library by Erik Bosrup.

[T PTORhERTTT]
* [ITIT]
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(IIITITladd Node—[1TTT]

Created: Now 23 2021 14:46:52

(TTTTTTTHIT]
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MNode Properties

OB 167 f261

Internal Name ||

18 192.168.31.100

[ SV [device/device=3/

el MV SN (graph. php?height=100&width

(LN FELETLEN images/ep-server-3.png bl

The name used for this node when defining links

T Tadd Link—[TTTITIIT]

Created: Mow 23 2021 15:44:39

192,168,31,108( |o.00% 0,00 |
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Link Properties

Link from ‘3" to 2"
Maximum Bandwidth _
Into '3" 100mM bits/
Maximum Bandwidth o o e as i or | o
ETERLIN G L /192.168.31.100/port-id10.rrd
Link Width pixels

L AN S /graphsitype=port_bits/id=10f

L UUET e e TG RSN /graph. php?height=100&width=512&id=10&
OUT Comment

[Tpick from LibreNMS,[TTTTITLOIIIITport
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Pick a data source:

Host: [ 192.168.31.100 v |
Filter: | |{c:ase-sen5iﬁve]
Also set OVERLIEGRAPH and INFOURL.

[ Append TARGET to existing one (Aggregate)
[ lgnore blank interface descriptions

192.168.31.100/Broadcom Inc. and subsidiaries NetLink
BCMS/781 Gigabit Ethernet PCle Desc: Broadcom Inc. and
subsidiaries NetLink BCM57781 Gigabit Ethernet PCle

192.168.31.100/cloudbrd Desc: cloudbrD

192.168.31.100/cloudbrl Desc: cloudbrl

192.168.31.100/edge0 Desc: edgel

192.168.31.100/Intel Corporation 82540EM Gigabit Ethernet
Controller Desc: Intel Corporation 82540EM Gigabit Ethernet
Controller

192.168.31.100/1o Desc: lo

192.168.31.100/virbr0 Desc: virbr0

192.168.31.1004qdrbr-nic Desc: virbrO-nic

192.168.31.100NnnNnetd Desc: vnetd

(Mposition Legend—[TTTT1>[ITTT1T]

FPosition

Legend
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[TPosition Timestamp-[TTTT[I1T1T]

Position

Timestamp

Created: Moy 23 2021 16:08:57
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[[IMap Properties—>[ITITImapI]

Map
Properties

Map Properties

Map Title
el Rl Created: %6b %ed %Y %0H:%0M: %S
Default Link Width pixels
Default Link Bandwidth bit/sec in, bit'sec out
Map Size X m pixels
Qutput Image Filename _

Background Image Filename [Eglyleld|=s bl

This is where help appears for maps
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¥ a Node or Link to edit it's properties
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Network Map created with PHP Network Weathermap v0.98b
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8.

Linux Syslog

[ITTFsudo bash—cat /etc/rsyslog.conf

ubuntu@desktop:~S sudo bash

root@desktop: /home/lubuntu# cat [etc/rsyslog.conf

T T¥ i @ITTHMIDIASITIP):514

NIl
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SActionFileDefaultTemplate RSYSLOG TraditionalFileFormat

SRepeatedMsgReduction on

5FileOwner syslog
5FileGroup adm
5FileCreateMode 0640
5DirCreateMode 0755
SUmask 0022
SPrivDropToUser syslog
SPrivDropToGroup syslog

SWorkDirectory /fvar/spool/rsyslog

5IncludeConfig /etc/rsyslog.d/*.conf

* * @go.sopdom.com:514

SActionFileDefaultTemplate RSYSLOG TraditionalFileFormat

SRepeatedMsgReduction on

5FileOwner syslog
5FileGroup adm
5FileCreateMode 0640
SDirCreateMode 0755
SUmask 0022
SPrivDropToUser syslog
SPrivDropToGroup syslog

SWorkDirectory /fvar/spool/rsyslog

5IncludeConfig fetc/rsyslog.d/*.conf

*.* @go.sopdom.com:514
:waf
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[[TVetc/init.d/rsyslog restart,[TT1T]

: esktop:
Restarting

Syslog

Timestamp ¥

2021-11-22
09:24:39

2021-11-22
09:24:39

2021-11-22
09:24:39

2021-11-22
09:24:38

I 2021-11-22
09:24:35

2021-11-22
09:24:28

2021-11-22

rs\

Level

info

info

info

info

notice

info

info

Hostname

WWW.SOpdDI’T‘I.COI’T'I

www.sopdom.com

www.sopdom.com

WWW.SOpdDI’T‘I.COI’T'I

www.sopdom.com

www.sopdom.com

www.sopdom.com

Program

RC.LOCAL

RC.LOCAL

& admin  £F
Q o 50~ B~
2021-11-21 09:24 2021-11-22 09:24 Filter
Message Prior
Disconnected from authenticating user root 114.55.209.81 port 33796 [preauth] nfo
Received disconnect from 114.55.209.81 port 33796:11: Bye Bye [preauth] nfo
www.sopdom.com,5600035FF012,198.13.58.97,10.0.0.203,Intel Core Processor nfo
(Skylake, IBRS)
#1#2.0,10043164#659952,237752324222653444#15098884094%,,2.0.4, 2028848.43,2.8
GB.8.4 GB
Failed password for root from 114.55.209.81 port 33796 ssh2 nfo
pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= notice
rhost=114.55.209.81 user=root
www.sopdom.com,5600035FF012,198.13.58.97,10.0.0.203,Intel Core Processor nfo
(Skylake, IBRS)
#1#0.0,10043164#657856,237752324222653444#1509888494%,,2.0.4, 2028837.38,2.8
GB,8.4 GB
Disconnected from invalid user hadoop 114.55.209.81 port 56548 [preauth] nfo
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a. # Overview 5B Devices &£ Services
-
£ All Devices
Lists: Basic || Detail Gr
@ Geo Locations

G Ports ¥ Health @ Alerts

| Uptime | Storage | Disk /O | Poller | Ping | Temperature

Search All Versions = | All Platforms = | All Featuresets ~
282 Manage Groups |
S. & M. Vendor ] ) A Metrics Platform
| %88 Device Dependencies
I 2 @ G2 Generic X86 64-bit
I 4 Add Device I
I 3 ‘Q I Delete Device Sy 17 Generic x86 64-bit
pc-100.ep dos

[(TTTIP-[TISNMP-[Tladd Devices

Add Device

Devices will be checked for Ping/SNMP reachability before being probed.

Hostname or IP

SNMP

SMNMP Version

Port Association Mode

SMNMPv1/2c Configuration

Community

Force add
(No ICMP or SNMP checks
performed)

192.168.31.19

V2e ~ port
ifindex w
Community
OFF
Add Device

[[IDevices—All Devices—Server—[J[]I]server

All Locations ~ | Serverx - m Update URL

Operating System

Linux
5.8.0-41-generic (Ubuntu 20.04)

Linux
5.8.0-41-generic

udp

Reset

Up/Down Time

3d 23h 43m 12s

17d 4h 56m 57s
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Lists: Basic | (Dﬂ'hll jl Graphs: Bits | CPU | Load | Memory | Uptime | Storage | Disk I/O | Poller | Ping | Temperature

‘ Search | All V| Allos = | All versions = | All Platforms ~ | All Featuresets = | All Locations ~ | Serverx =~ - Update URL | Reset |

s Id M. Vendor Device A Metrics Platform Operating System Up/Down Time

I 2 @ 127.0.0.1 G 2 Generic xB86 B4-bit Linux 3d 23h 48m 125
librenms-ep 5.8.0-41-generic (Ubuntu 20.04)

I 3 A 192.168.31.100 G 17 Generic x86 64-bit Linux 17d 5h 1m 58s
pc-100.ep s 5.8.0-41-generic

I 6 e 192.168.31.19 G 11 Intel x64 Microsoft Windows 1d 15m 5s
love-pc 7 SP1 (NT 6.1) (Multiprocessor)
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10. [T] Windows Log

M LibreNMS [TTTTITTIIIITTITIITINXLogT]
NI Community Edition

1. [TINXLog[]
(ITInxlog-ce-2.11.2190.msi[TTTTTTTITIT]

® [TINext[]

75 NXLog-CE Setup — O

® [TIl accept the terms in the License Agreement=[]INext[]


https://nxlog.co/products/nxlog-community-edition/download
http://km.sopdom.com/uploads/images/gallery/2021-10/epower-graylog-win10install-1.png

75 NXLog-CE Setup — X

End-User License Agreement -
Flease read the following license agreement carefully .

NXLOG PUBLIC LICENSE v1.0 .

1. DEFINITIONS
“License” shall mean version 1.0 of the NXLOG PUBLIC
LICENSE, 1.e. the terms and conditions set forth in this
document;
“Software” shall mean the source code and object code form,
all associated media, printed materials, and "online" or
electronic documentation. All such software and materials are v

I accept the terms in the License Agreement
~ )
O —
Print Back Mext Cancel

* [IITITTITINext(]
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75 NXLog-CE Setup —

Destination Folder

Click Next to install to the default folder or click Change to choose anaother.

Install MXLog-CE to:

C:\Program Files (x86)\nxlog',

Change...

Cancel

® [TInstall[]
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75 NXLog-CE Setup —

Ready to install NXLog-CE

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back E;Install Cancel

* M
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75 NXLog-CE Setup

Open README.t to read important installation notes

2. [IInxlog.conf(IT1T]

[I1] c:\Program Files (x86)\nxlog\conf [TTTInxlog.conf(ITTIT]
AERNNNRRRNNNNRRNNRNRRNNRNRREND

*Agiepad++ [T

* Windows[JSyslog[]
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https://notepad-plus-plus.org/downloads/

<Extension syslog>
Module xm_syslog
</Extension>

<Input in>

# Vista (IIIIIIITT im_msvistalog

Module im_msvistalog

# 2003 (DIIIIIIIIT im_mseventlog
# Module im_mseventlog
</Input>

<OQutput out>

Module om_udp

Host m

Port 514

Exec to_syslog _snare();
</Output>

<Route 1>
Path in => out
</Route>



Q’ *C\Program Files (x86)\nxlog\confinxlog.conf - Notepad ++ — O >
BEF) HEEH B2 @mRNV) KEN) #F50) F=N IRO) EEM RTER) S#EEP) ®/E|W) ?

S  LogFile %L

11 Moduledir
12 cacheDir
13 Pidfile

14  SpoolDir

JHHBE RS s WMb|oc dy2x(BE (ST EEEDRo® @ELMBG
Enxlog.confﬂ'

1 Panic Soft

2  $#NoFreeOnExit TRUE

3

4  define ROOT C:\Program Files (x86)\nxlog

5 define CERTDIR %ROOT%\cert

6 define CONFDIE %ROOT%\conf

7 define LOGDIR  %RO0T%\data

5§ define LOGFILE %LOGDIR%\nxlog.log

OGFILE%

%ROOT%\modules
$ROOT%\data
%R00T%\data‘\nxlog.pid
%RO0T%\data

16 <«Extension
17 Module
18 </Extensio

20 <«Extension
21 Module
22 Lutode
23  </Extensio

25 <Extension
26 Module
27 </Extensio

29 <«Extension

30 Module
31
32 # Chec
33 <Sched
34 Ev
35 Ex
36
37
38 </sche

<

yslo B 5ERE

xm syslog

. EEHARRU T2 RRER2ES

_charconv>

¥m charconv
tectCharsets iso8859%-2, utf-8, utf-16, utf-32
n>

_exec>
Xm eXec
n>

_fileop>
xm fileop

k the size of our log file hourly, rotate if larger than SMB
ule>
ery 1 hour
ec if (file exists('$LOGFILE%') and \
(file_size('%LOGFILE%') >= 5M)) \
file cycle('%LOGFILE%', 8);
dule>

Normal text file

length: 1,567 lines: 64 Ln:64 Col:11 Pos: 1,568 Windows (CR LF) UTF-8 INS

3. [IINXLog

(1]

* [T I
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nxlog £ : il RE BEBER BABS ”
&) Network Location Awareness Il#.. #i7P EB# Network ...
E#&Lﬂeg?%ﬁﬁig & Network Setup Service r.. S8 (8.. Local Sys...
' i€} Network Store Interface Se... IEfE.. #iTh HE Local Ser...
Tﬁﬂ o . i‘j}kofﬁce 64 Source Engine Save... RiEN(s)
This service is responsible for 4, Offline Fil @i
running the NXLog agent. See | ine riies £1E(0)
ww.nxlog.co. G} OpenSSH Authentication ...  Age... BBU)
{@};Opﬁmize drives al&... -
&), Peer Name Resolution Prot... ... ERM)
i Peer Networking Grouping  EFi... HH EE(E)
}@}Peer Networking Identity ... Eiﬁ B TR0 s
&), Performance Counter DLL ... #83F...
:Qs Performance Logs & Alerts  ZliE... EHEE(F)
9@, Phone Service EE.. - ABR)
€} Plug and Play BA.. #Wod
£).PNRP Machine Name Publi... I5F... SEA(H)
). Portable Device Enumerat...  #3... F# (.. Local Sys...
Gk Power gB. 0P B Local Sys...
i€} Print Spooler IERg.. WTd B Local Sys...
iCJ. Printer Extensions and Noti... IF8... ES ) Local Sys...
i€}, PrintWorkflow_15963¢ B Fi# Local Sys...
@ Problem Reports Control P... i5fA... F§ Local Sys... e
B A e/
BHEEAmSERER -
(MIIIITLibreNMSIIIIIIIIIIIL
Syslog
Q | search o S0~  iE~
192.168.31.19x ~ All Programs ~ All Priorities = 2021-11-25 14:55 2021-11-26 14:55 Filter
Timestamp ¥ Level Hostname Program Message Priority
I 2021-11-26  info 102.168.31.19 MSWINEVENTLOG\O111\011SYSTEMO11 Nov 26 14:51:12 2021\0117036\011Service Control info
14:51:27 Manager011N/A\DT1N/A\011Information\011love-
PCV011N/AL011\011Multimedia Class Scheduler FRFSE
#A Z1E HHEE 0113379
I 2021-11-26  info 192.168.31.19 MSWINEVENTLOG\0111\011SYSTEMOLL Nov 26 14:50:39 2021\0117026\011Service Control info
14:50:55 Manager011N/A\DT1IN/A011Information\011love-

‘ <-> N

PC\D11IN/AOLL\O1IWINHTTP Web Proxy Auto-Discovery
Service [RISEEA =1F #REE - 0113378
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