8.

Linux Syslog

[ITTFsudo bash—cat /etc/rsyslog.conf

ubuntu@desktop:~S sudo bash

root@desktop: /home/lubuntu# cat [etc/rsyslog.conf

T T¥ i @ITTHMIDIASITIP):514

NIl
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SActionFileDefaultTemplate RSYSLOG TraditionalFileFormat

SRepeatedMsgReduction on

5FileOwner syslog
5FileGroup adm
5FileCreateMode 0640
5DirCreateMode 0755
SUmask 0022
SPrivDropToUser syslog
SPrivDropToGroup syslog

SWorkDirectory /fvar/spool/rsyslog

5IncludeConfig /etc/rsyslog.d/*.conf

* * @go.sopdom.com:514

SActionFileDefaultTemplate RSYSLOG TraditionalFileFormat

SRepeatedMsgReduction on

5FileOwner syslog
5FileGroup adm
5FileCreateMode 0640
SDirCreateMode 0755
SUmask 0022
SPrivDropToUser syslog
SPrivDropToGroup syslog

SWorkDirectory /fvar/spool/rsyslog

5IncludeConfig fetc/rsyslog.d/*.conf

*.* @go.sopdom.com:514
:waf
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[[TVetc/init.d/rsyslog restart,[TT1T]

Overview Ports Health Alerts & admin  £¥
Syslog
Q o 50~ B~
2021-11-21 09:24 2021-11-22 09:24 Filter

Timestamp ¥ Level Hostname Program Message Prior

2021-11-22 info www.sopdom.com SSHD Disconnected from authenticating user root 114.55.209.81 port 33796 [preauth] nfo

09:24:39

2021-11-22 info www.sopdom.com SSHD Received disconnect from 114.55.209.81 port 33796:11: Bye Bye [preauth] nfo

09:24:39

2021-11-22 info www.sopdom.com RC.LOCAL www.sopdom.com,5600035FF012,198.13.58.97,10.0.0.203,Intel Core Processor nfo

09:24:39 (Skylake, IBRS)
#1#2.0,10043164#659952,237752324222653444#15098884094%,,2.0.4, 2028848.43,2.8
GB.8.4 GB

2021-11-22 info www.sopdom.com SSHD Failed password for root from 114.55.209.81 port 33796 ssh2 nfo

09:24:38

I 2021-11-22 notice www.sopdom.com SSHD pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= notice

09:24:35 rhost=114.55.209.81 user=root

2021-11-22 info www.sopdom.com RC.LOCAL www.sopdom.com,5600035FF012,198.13.58.97,10.0.0.203,Intel Core Processor nfo

09:24:28 (Skylake, IBRS)
#1#0.0,10043164#657856,237752324222653444#1509888494%,,2.0.4, 2028837.38,2.8
GB,8.4 GB

2021-11-22 info www.sopdom.com SSHD Disconnected from invalid user hadoop 114.55.209.81 port 56548 [preauth] nfo
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